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IBM Defines Security as a Business Capability layer

q IT/OT/IOT Security Function — Management across the entire enterprise h
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Common ports and servers used by QRadar

SSH communication on port 22
All the ports that are used by the QRadar console to communicate with managed hosts can be tunneled, by
encryption, through port 22 over SSH.

The console connects to the managed hosts using an encrypted SSH session to communicate securely.

These SSH sessions are initiated from the console to provide data to the managed host. For example,
the QRadar Console can initiate multiple SSH sessions to the Event Processor appliances for secure
communication.

This communication can include tunneled ports over SSH, such as HTTPS data for port 443 and Ariel query
data for port 32006. IBM Security QRadar QFlow Collector that use encryption can initiate SSH sessions to
Flow Processor appliances that require data.



To provide secure data transfer between each of the appliances in your environment, IBM®
Security QRadar® has integrated encryption support that uses OpenSSH. Encryption occurs
between managed hosts; therefore, you must have at least one managed host before you
can enable encryption.

When encryption is enabled, a secure tunnel is created on the client that initiates the
connection, by using an SSH protocol connection. When you enable encryption on a
managed host, an SSH tunnel is created for all client applications on the managed host.

When you enable encryption on a non-Console managed host, encryption tunnels are
automatically created for databases and other support service connections to the Console.

For example, with encryption enabled on an Event Processor, the connection between
the Event Processor and Event Collector is encrypted, and the connection between
the Event Processor and Magistrate is encrypted.



